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Abstract

Industry 5.0 is leading important transformative changes in today’s
world. Through human-centric, sustainable, and resilient practices,
these changes are answering challenges identified on a global level. In
the manufacturing sector, the shift from technology-oriented
production to people-oriented production is being made. Industry 5.0
enhances the importance of people, their role in Industrial Internet of
Things, and working in a symbiosis with Collaborative Robots. These
practices require obtaining sensitive data, which makes strengthening
and maintaining firms’ Cybersecurity measures necessary. In order to
show how Cybersecurity pervades Industrial Internet of Things and
Collaborative Robots, authors of this paper have applied the PRISMA
framework. The main findings of this paper show how Cybersecurity is
used in Industrial Internet of Things and Collaborative Robots from the
Industry 5.0 perspective.

Key words: Industry 5.0, Cybersecurity, Industrial Internet of Things,
Collaborative Robots.

1. Introduction

Digital technologies have emerged in the scope of the Industry 4.0 strategy,
which was initiated in 2011 (Lasi et al., 2014). Ever since, digitalisation and digital
transformation are changing the ways of doing business, resulting in the creation of
digital product-service systems (Rakic et al., 2023; Vuckovic et al., 2022). As digital
technologies of the Fourth industrial revolution, cybersecurity, industrial internet
of things (IIoT), and collaborative robots (cobots) are intertwined with an aim to
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ensure a proper functioning of cyber-physical systems (Komosar et al., 2024; Lezzi
et al,, 2018). However, with the introduction of Industry 5.0, human-cyber-physical
systems have appeared (Chen et al., 2021). The human factor in the human-cyber-
physical systems resembles main Industry 5.0 pillars - human-centricity,
sustainability, and resilience (Chen et al., 2021; Slavic et al., 2024). When compared
with Industry 4.0 which is identified as a technology-driven strategy, Industry 5.0 is
identified as a value-driven strategy (Crnobrnja et al.,, 2023; Golovianko etal., 2023).
In other words, Industry 5.0 goes beyond firms’ needs and tends towards answering
societal needs on a global level (Slavic et al., 2024).

In this paper, a systematic literature review is conducted with an aim to
investigate the use of Cybersecurity in (Industrial) Internet of Things and
Collaborative Robots from the Industry 5.0 perspective. Consequently, authors
propose following research questions:

RQ1: How are Cybersecurity and Internet of Things intertwined in the

context of Industry 5.0?
RQ2: How are Cybersecurity and Collaborative Robots intertwined in the
context of Industry 5.07

To answer the research questions, the paper is structured in the following
way: Section 2 gives an overview of the research methodology, Section 3 consists of
a review of extracted research, Section 4 includes a discussion on the given topic,
and Section 5 concludes the paper.

2. Research methodology

In this paper, a systematic literature review (SLR) was conducted to
investigate the use of Cybersecurity in (Industrial) Internet of Things and
Collaborative Robots in the context of Industry 5.0. Aim of this study is to identify
and interpret recent literature in the mentioned field. Preferred Reporting Items for
Systematic reviews and Meta-Analyses, also known as the PRISMA framework was
used in this study. The PRISMA framework consists of three stages: (1)
identification, (2) screening, and (3) inclusion. Figure 1 shows a PRISMA flow chart
which resembles phases of this SLR study.

673



Forging the Future: Pioneering Approaches in Business,
Management and Economics Engineering to Overcome
Emerging Global Challenges - 2024

Identification of studies via databases

Y
Records removed before
= Records identified from: screening:
= Scopus (n = 25) Duplicate records removed
3 Web of Science (n = 38) » (n=0)
= Records marked as ineligible
= Databases (n = 63) by automation tools (n = 0)
= Records removed for other
reasons (n = 0)
|
A 4
Records screened p | Records excluded
(n=63) (n=12)
.Ei A 4
s T
E Re;_:orts assessed for eligibility Reports excluded:
3 (n=51) Reason 1 (n = 17)
Reason 2 (n = 6)
— v
P
o o . B
5 Studies included in review
3| | (h=28
=}
=
—

Figure 1: PRISMA flow diagram presenting the results of the systematic research

This SLR study was conducted in September 2024. Data collection and
screening were done in the Scopus and Web of Science databases using the following
research string for researching titles, abstracts, and keywords: “cybersecurity” AND
“internet of things” OR “collaborative robots” AND “Industry 5.0”. This research
string gathered 106 results. Only conference papers and articles written since 2020
were further included in the SLR, resulting in 63 records for further screening. After
the screening process, 12 records were excluded due to inaccessibility. Next, 51
reports were assessed for eligibility - 17 were excluded after examining the titles
(Reason 1), and 6 were excluded after examining the abstracts (Reason 2). Finally,
28 studies were included in the systematic literature review.
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3. Review of extracted research

As Internet of Things represents a network of interconnected systems,
software, data storage, and services, it also represents a target for cyberattacks due
to sensitive and important data it storages (Ahmed et al,, 2023; Alkhudaydi et al.,
2023). With the transition to Industry 5.0 and enhanced collaboration between
humans and robots, more personal data is included (Nelufule et al, 2024).
Additionally, educating the end-users of these systems about potential threats plays
a crucial role in maintaining responsible usage and cybersecurity practices (Ganji &
Afshan, 2024). By introducing regular staff training, cybersecurity awareness
increases, and the impact of cyberattacks on performance, intellectual capital, and
organisational knowledge minimises (Corallo et al.,, 2022).

Cybersecurity attack, threats, and vulnerabilities which are found in IoT
environments are Denial of Service (DoS), Distributed Denial of Service (DDoS),
malicious, ransomware, blackhole, sinkhole, reconnaissance, and wormhole attacks
(Abdullahi et al., 2022). Methodologies for predicting these attacks are usually based
on artificial intelligence and deep learning/machine learning, and blockchain
(Alrowais et al., 2023; Mughaid et al., 2024; Rudenko et al., 2022; Tariq et al., 2023).
Industrial machines and devices are particularly vulnerable to cyberattacks due to
their design which emphasizes functionality rather than security (Alnajim et al.,
2023). The vulnerability increases as the dependence on technology grows (Diaz,
2022). To encounter this risk, cybersecurity models tailored specifically for Industry
5.0 connectivity needs are designed (Babbar et al.,, 2024).

However, Internet of Things has proven to be useful in different fields, such
as medicine (Internet of Medical Things), and manufacturing (Industrial Internet of
Things) (Casarosa, 2024; Corallo et al., 2022). The use of [oT systems in medicine
implies gathering very sensitive data needed for patients’ survival, which should be
organised according to legal frameworks (Casarosa, 2024). Nonetheless, there are
several security certifications schemes which address cybersecurity issues in the
[oT environment (Matheu et al, 2019, 2021). Except for fulfilling the security
certification schemes requirements, when designing cybersecurity solutions, design
guidelines should be followed as well (Boukerche & Coutinho, 2021).

Open-source tools and materials are important for understanding how
Internet of Things and collaborative robots work - testbeds which provide
simulations of these technologies represent a great source for education and
research in these fields (Thom et al., 2021). Also, as working with collaborative
robots requires trust, including employees in simulations strengthens the
relationship one has with the cobot (Liao et al., 2023). Since cobots do not require
any safety net between the machine and the human, the whole network of connected
smart objects needs to be both safe and secure (Raimundo & Rosario, 2022).
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4. Discussion

4.1. Cybersecurity and Internet of Things

In the context of Industry 5.0 and the connectivity between suppliers,
employees, consumers, and technologies it provides, cybersecurity attacks
represent a great threat to any digitalised business. Education and research play an
important role when defining preventive and corrective strategies in the scope of
cybersecurity. Through employee training, cybersecurity awareness is increased,
and firm’s human-centricity and resilience are strengthened. Additionally, new
employee profiles, such as Cybersecurity Professional, are introduced in companies
with an aim to focus on cybersecurity attacks, threats, and vulnerabilities.

Internet of Things gathers and stores big amounts of data, some of it being
sensitive and personal, especially when IoT is applied in the health sector.
Additionally, leading automotive companies use mandatory established
cybersecurity implementation in development and manufacturing of products such
as airbag systems, and breakes. In order to keep the data secure, different
cybersecurity methods are developed. Also, cybersecurity certifications schemes
and legal frameworks are designed with an aim to keep the Internet of Things
systems as secure as possible.

Accordingly, the answer to RQ1: How are Cybersecurity and Internet of Things
intertwined in the context of Industry 5.07 is that Cybersecurity and Internet of Things
are intertwined in a way which prioritizes keeping personal data safe, and emphasizes
the importance of employee education and training.

4.2. Cybersecurity and Collaborative Robots

Compared to industrial robots, collaborative robots require a higher level of
human-machine interaction. This represents a challenge, due to the fear many
employees have when faced with collaborative robots which have an
anthropomorphistic design. The new human-machine interaction requires further
digital forensic analyses. When integrated with artificial intelligence, collaborative
robots can predict the way a certain employee will perform its tasks. Due to the close
collaboration, the workspace needs to be both safe and secure.

In the context of collaborative robots, which represent one of smart objects
which are connected through the Internet of Things, cybersecurity secures the data
about human-robot interaction and tasks they have performed together.

Correspondingly, the answer to RQ2: How are Cybersecurity and
Collaborative Robots intertwined in the context of Industry 5.07? is that Cybersecurity
and Collaborative Robots are intertwined in a way that secures the data and IT systems
which represent the “machine” part in human-machine interaction.
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5. Conclusions

This manuscript has investigated the connection between Cybersecurity and
Internet of Things, and Cybersecurity and Collaborative Robots, both from the
perspective of Industry 5.0. The research was done using the PRISMA framework
for conducting a systematic literature review. The study included 28 papers from
Scopus and Web of Science databases.

With an aim to contribute to Industry 5.0 practices through a human-centric
use of digital technologies, more specifically Internet of Things, Collaborative
Robots, and Cybersecurity, companies should invest in developing organisational
knowledge related to these fields through education, research, and training. Except
for gaining and sharing knowledge inside the company, this data should also be
secured. Additionally, next to security stands safety, important for maintaining
employees’ health and well-being.

The transition to Industry 5.0 implies a human-centric, sustainable, and
resilient approach towards doing business. In Internet of Things environments and
human-robot collaborations, cybersecurity prioritizes minimising risks and
addressing attack, threats, and vulnerabilities associated with data and IT systems.
Also, education and training of employees, as well as designing new employee
profiles contributes to strengthening cybersecurity in the whole Internet of Things
network.

Future research on the given topic should include other scientific databases,
such as Science Direct or MDPI. Additionally, case studies which include
investigating best practices regarding cybersecurity methodologies in IoT and
collaborative robots should be conducted.
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