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Abstract

In the context of rapid digital transformation, Industry 4.0 poses new
challenges in managing nonconformities in manufacturing processes.
This paper explores the role of databases in effective nonconformity
management in Industry 4.0. In addition to reviewing current
technological solutions and best practices, authors analyze the
advantages that databases provide in processing, storing, and
analyzing nonconformity-related data. Furthermore, authors discuss
the perspectives and challenges of using databases in this field,
considering factors such as scalability, security, and integration with
other technologies. Through this paper, authors explore how databases
can be optimally utilized to enhance nonconformity management
processes and achieve better performance within Industry 4.0.

Key words: Industry 4.0, nonconformities, databases, digital
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1. Introduction

Industry 4.0 has revolutionized how industrial operations are managed,
driving innovation by integrating advanced technologies such as automation, the
Internet of Things (IoT), big data analytics, cloud computing, and artificial
intelligence (Al). This new wave of digital transformation has reshaped industrial
ecosystems, making them more connected, efficient, and data-driven. However, with
these advancements come new challenges, particularly in managing
nonconformities—instances where products, processes, or services deviate from
established standards or specifications.
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Nonconformity management is a critical aspect of quality control and
continuous improvement within any industrial setting. Effectively identifying,
tracking, and resolving nonconformities is vital for maintaining compliance with
industry standards, optimizing production processes, and ensuring customer
satisfaction. In an Industry 4.0 context, the speed, accuracy, and volume of data
involved in nonconformity management have increased exponentially, making
traditional paper-based or isolated digital systems inadequate for modern demands.

Atthe heart of this digital transformation lies the role of databases. Databases
serve as the backbone for capturing, storing, processing, and retrieving vast
amounts of information in real-time. They enable organizations to efficiently handle
large datasets, facilitating the tracking of nonconformities from detection to
resolution. Furthermore, databases provide a centralized platform that integrates
with other systems, such as enterprise resource planning (ERP), manufacturing
execution systems (MES), and IoT-enabled devices, ensuring that data flows
seamlessly across different operational layers.

In the context of Industry 4.0, modern database systems must not only
manage nonconformities efficiently but also leverage data analytics to predict and
prevent future occurrences. By utilizing advanced algorithms and machine learning
techniques, databases can generate predictive insights, helping organizations to
anticipate potential quality issues before they escalate into costly disruptions. This
shift from reactive to proactive nonconformity management is a hallmark of the
Industry 4.0 paradigm, emphasizing the importance of data-driven decision-making.

Moreover, databases in Industry 4.0 environments must support high levels
of scalability, security, and accessibility. With the increasing reliance on cloud-based
platforms and the distributed nature of industrial operations, databases need to
ensure that data is available in real-time across global supply chains while
safeguarding sensitive information. This makes the design and implementation of
robust, secure, and scalable database systems an essential component of effective
nonconformity management in the digital age.

This paper aims to explore the critical role of databases in managing
nonconformities within the framework of Industry 4.0. It will analyze how the
integration of advanced database technologies enhances the tracking, analysis, and
resolution of nonconformities, ultimately leading to improved quality control and
operational efficiency. Additionally, the paper will discuss how predictive analytics,
facilitated by modern database systems, contributes to the early detection and
mitigation of nonconformities, aligning with the goals of continuous improvement
and competitive advantage in the industrial sector.

2. Literature Review

The management of nonconformities in manufacturing and industrial
settings has become increasingly complex with the rise of Industry 4.0 and the
proliferation of big data. Various frameworks, technologies, and methodologies have
been proposed to handle these challenges efficiently, with a strong focus on
integrating data-driven approaches and quality management principles. In this
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review, we will explore key contributions from recent literature, particularly
focusing on how databases, machine learning, and risk management tools enhance
nonconformity management in the context of Quality 4.0.

The study by Gonzalez Santacruz et al. (2023) presents an Integrated Quality
4.0 Framework (IQ4.0F) that combines Six Sigma and machine learning (ML)
techniques aimed at achieving zero-defect manufacturing (ZDM). The framework is
built around Six Sigma’s DMAIC (Define, Measure, Analyze, Improve, Control)
methodology, with a specific emphasis on the "Analyze" phase, where ML
techniques are used to enhance the understanding of process variables that
influence product quality.

A key contribution of this work is the introduction of supervised and
unsupervised learning techniques, such as Principal Component Analysis (PCA) and
K-means clustering, as tools for multivariable analysis. These methods help identify
critical process parameters that impact defect rates, thereby offering a predictive
dimension to nonconformity management. By leveraging databases capable of
storing and analyzing vast amounts of process data, the framework empowers
quality managers to implement proactive strategies for defect prevention.
Moreover, the integration of machine learning within the Six Sigma methodology
provides a systematic approach to continuous improvement in manufacturing
processes. This aligns with the broader goals of Industry 4.0, which seeks to
automate and optimize production through data-driven insights. The 1Q4.0F,
validated through a case study in the automotive industry, demonstrates the
practicality and effectiveness of this approach, making it a valuable contribution to
Quality 4.0 research.

In the work of Djordjevic et al. (2023), the authors address the challenges of
nonconformity management in small and medium-sized enterprises (SMEs) within
the Industry 4.0 paradigm. Their approach focuses on the development of a software
solution that utilizes edge devices and a MEAN (MongoDB, Express.js, Angular,
Node.js) stack to detect, report, and manage nonconformities in real-time. By
leveraging interconnected frameworks and databases, this solution enables SMEs to
implement nonconformity management systems affordably, without the need for
large-scale, resource-intensive infrastructure. Pordevi¢, A., Stefanovic, M., Petrovi¢,
T., et al. (2024) presented a JavaScript MEAN stack software solution for real-time
nonconformity detection and management, specifically designed for small and
medium-sized enterprises (SMEs). The solution leverages databases for storing and
analyzing nonconformities related to ISO 9001:2015 standards. By integrating edge
devices and real-time classification systems, the study demonstrates the benefits of
automated nonconformity detection and the efficiency of database systems in
managing large volumes of data related to quality issues.

Ravoy and Parmet (2023) propose a novel approach to nonconformity
management that focuses on the prioritization of nonconformities based on risk
management principles. Their NC 4.0 framework introduces a model designed to
prioritize nonconformity events by quantifying the risk they pose, thus providing a
structured tool for decision-making. By transforming qualitative assessments of
nonconformities into quantitative risk scores, this framework enables organizations
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to address the most critical issues first, optimizing resource allocation and
minimizing the financial impact of unresolved nonconformities. The model was
tested in a real production environment and showed significant improvements in
nonconformity management by reducing the financial impact of defects.
Additionally, a survey of quality experts revealed strong support for the model,
particularly its ability to provide a clear, data-driven method for prioritizing
nonconformities. The use of databases in this context is essential for storing and
processing the risk data associated with each nonconformity, further reinforcing the
importance of data management in effective nonconformity resolution. This
approach reflects the shift toward more data-driven and risk-informed practices in
Quality 4.0, where managing large volumes of data is critical to ensuring timely and
effective responses to nonconformities. The incorporation of risk management tools
into nonconformity management highlights the growing importance of predictive
analytics and decision support systems in modern manufacturing environments.

The evolution of quality from traditional methods to Quality 4.0 is a
significant theme in the current literature, emphasizing how digital transformation
is reshaping quality management across industries. Broday (2022) discusses how
traditional quality tools, such as control charts and Pareto diagrams, are now being
enhanced by digital tools like Big Data and Al in Industry 4.0. The shift towards
Quality 4.0 incorporates faster and smarter operations, building on Total Quality
Management (TQM) principles but also introducing new tools for digital
performance improvement. Saihi, Awad, and Ben-Daya (2021) provide a systematic
review of Industry 4.0's impact on quality management, mapping recent studies on
how technologies like the Internet of Things (IoT), Big Data, and Machine Learning
improve predictive quality and decision-making. They highlight research gaps,
particularly the need for more case studies and an economic analysis of the
integration of ISO 9001 with Industry 4.0 features. Each of these articles reflects on
how modern quality concepts are evolving, driven by advances in technology,
emphasizing the transition from TQM to a more connected and intelligent quality
framework, with an eye toward the future of Quality 5.0 where human factors play
a crucial role.

While technological advancements in nonconformity management are well-
covered in existing research, the human factors involved remain underexplored. The
interaction between employees and automated, database-driven systems is critical
in Quality 4.0 environments, particularly as organizations increasingly rely on data
analytics to inform decision-making processes. Korherr and Kanbach (2023)
emphasize that human-related capabilities play a vital role in the successful
implementation of BDA. Their work presents a taxonomy of five key dimensions:
Personnel Capability, Management Capability, Organizational Capability, Culture
and Governance Capability, and Strategy and Planning Capability, which together
form the foundation for effective human-technology interaction in data-driven
organizations. This framework could be adapted to nonconformity management
systems, where human input remains essential for interpreting data and making
informed decisions based on predictive analytics.
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Moreover, the technological progress of BDA has outpaced the corresponding
development of social and organizational capabilities, leading to gaps in how
employees interact with these advanced systems. Caputo et al. (2019) argue that
while algorithms and hardware continue to evolve, organizations still struggle to
fully harness the potential of BDA due to insufficient attention to human capabilities.
Their findings suggest that to optimize the use of database-driven management
systems, it is necessary to develop a comprehensive framework that integrates
human factors into the decision-making process. By enhancing employees’ skills and
understanding of these systems, organizations can bridge the gap between
technological advancements and human decision-making, ensuring more effective
management of nonconformities in real-time.

The fragmented theoretical base surrounding human capabilities in data-
driven contexts has also been identified as a major barrier to the effective
implementation of BDA systems. Gupta and George (2016) highlight that many
studies have focused on isolated aspects of human interaction with BDA, but a
holistic framework is still lacking. This is particularly relevant in the context of
Quality 4.0, where nonconformity management relies not only on the automation of
processes but also on human oversight and decision-making. Developing a
comprehensive understanding of the human factors involved, as proposed by Scholz
(2017), is crucial for ensuring that employees can effectively collaborate with
automated systems. Future research should therefore investigate how human-
related capabilities can be integrated with database-driven systems to support
better decision-making and improve overall performance in nonconformity
management.

Donauer, M., Pecas, P., & Azevedo, A. (2013) introduced a methodology that
adapts Knowledge Discovery in Databases (KDD) to help analyze the root causes of
nonconformities (NCs). The focus is on using pattern identification to extract
valuable insights from data stored in databases, where traditional Total Quality
Management (TQM) tools fall short. The Herfindahl-Hirschman Index (HHI) is used
as a data mining tool to detect patterns in automotive industry databases. By
utilizing these databases, the methodology makes hidden information accessible,
leading to more accurate root cause analysis of NCs. Similar to their previous work,
Donauer, M., Pecas, P, & Azevedo, A. (2015) applied KDD methodologies to
databases to identify root causes of NCs, this time focusing on more robust
applications in manufacturing. The Herfindahl-Hirschman Index (HHI) is employed
to detect patterns within the stored data. The results emphasize that databases,
when used in combination with data mining techniques, can reveal patterns that are
crucial for understanding the underlying issues in quality management systems.

Ndikuriyo (2015) explores nonconformity management in the context of the
European Rail Traffic Management System (ERTMS) by simulating the
implementation and collecting nonconformities in databases. The study reveals that
inefficiencies in database management led to delays and loss of information,
stressing the need for better tools to track and manage nonconformities. This work
underlines the importance of database systems in managing and analyzing
nonconformities in large-scale industrial projects.
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The study by Marques et al. (2019) applies Internet of Things (IoT)
technologies for automatic nonconformity detection in a Portuguese metalworking
SME. Data is collected and stored in cloud-based databases, which are part of the
C2NET project aimed at enhancing enterprise interoperability. The paper discusses
the use of the Data Collection Framework (DCF) for real-time detection of NCs,
highlighting the role of database systems in managing and analyzing the data
collected from various manufacturing processes to improve quality control.

To successfully address scalability challenges in large-scale manufacturing
systems, it is essential to consider key factors such as data latency, interoperability,
and security, particularly in the era of Industry 4.0, where machine-generated data
is integral to optimizing production processes. Gamero et al. (2022) highlight the
trade-offs between SQL and NoSQL database systems, demonstrating that NoSQL
systems like AWS DynamoDB can reduce latency for known access patterns, while
SQL systems such as AWS Aurora MySQL provide greater flexibility for complex
queries. High-fidelity load testing can reveal these trade-offs as systems scale from
prototypes to full production. In a complementary approach, Vimal et al. (2021)
propose reducing latency in smart manufacturing systems through edge computing,
which processes data closer to the source rather than relying solely on cloud-based
infrastructure. This localized data validation can improve system efficiency,
especially in geographically distributed manufacturing environments.

Further exploring scalability, O’'Donovan et al. (2015) emphasize the
importance of robust big data pipelines in supporting continuous data integration
and analysis in large-scale smart manufacturing environments. These pipelines
allow for fault-tolerant, scalable processing of data from a wide range of industrial
equipment, ensuring real-time decision-making and system uptime. The rapid
growth in data volumes generated by Internet of Things (IoT) devices and smart
sensors underscores the need for such scalable infrastructure, as noted by Wang et
al. (2022), who argue that big data analytics (BDA) plays a central role in
empowering intelligent manufacturing systems. They stress the importance of
integrating data-driven methodologies to handle the growing complexity and scale
of modern manufacturing ecosystems. By incorporating distributed databases, edge
computing, and advanced big data pipelines, manufacturers can address the critical
scalability challenges, while enhancing performance, reducing latency, and ensuring
data security across the entire production lifecycle.

The reviewed literature highlights the pivotal role of databases in enabling
effective nonconformity management in Industry 4.0. Across different approaches,
from the 1Q4.0F framework to real-time management systems for SMEs, and the NC
4.0 risk prioritization model, databases are central to managing the influx of data
generated by modern manufacturing processes. They provide the necessary
infrastructure for storing, analyzing, and retrieving data that drives continuous
improvement efforts, predictive analytics, and decision-making processes.
Moreover, the integration of machine learning techniques within nonconformity
management frameworks, as demonstrated by Gonzalez Santacruz et al. (2024),
showcases the growing reliance on advanced data analytics to optimize quality
control processes. The application of risk management tools, as seen in Ravoy’s NC
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4.0 model, adds another layer of sophistication by enabling organizations to
prioritize nonconformities based on their potential impact, further underscoring the
importance of data in managing quality. Taken together, these works illustrate how
the combination of databases, machine learning, and risk management tools is
transforming nonconformity management, moving it from reactive to proactive, and
ensuring higher levels of quality in Industry 4.0 environments.

4. Conclusions

The application of databases within the context of Industry 4.0 plays a pivotal
role in managing non-conformities, enhancing both efficiency and transparency in
quality management processes. By integrating Big Data technologies, organizations
can collect, store, and analyze vast amounts of data from various stages of
production and quality control. This data-driven approach enables the early
detection of non-conformities, allowing predictive analyses and Al algorithms to
proactively address potential issues. As a result, databases not only support
improved quality control but also facilitate faster and more accurate decision-
making, minimizing the risk of human error and ensuring greater adaptability in
resolving non-conformities.

However, despite the clear benefits, several challenges remain. The
implementation of databases in Industry 4.0 requires significant investment in
infrastructure, skilled personnel, and cybersecurity measures. Moreover, the
integration of 1ISO 9001 requirements with Industry 4.0 technologies still lacks
comprehensive studies, particularly in mapping these standards to digital quality
management systems. Future research should focus on developing case studies and
use cases that detail specific applications of databases and digital tools in managing
non-conformities, as well as conducting thorough economic analyses to justify the
substantial investments required.

Another key area for future investigation is the expansion of quality
management tools beyond traditional quality control. While databases and
predictive quality techniques have been successfully applied in areas such as defect
detection and process optimization, there is a gap in the literature regarding the use
of these technologies for holistic quality management, including continuous
improvement, cost management, and strategic decision-making. Additionally, the
integration of spiritual and social dimensions, as proposed in Quality 5.0, highlights
the need for research into how emerging Al and data analytics can enhance not only
operational processes but also employee well-being and organizational culture.

Addressing these gaps will be crucial for fully realizing the potential of
databases in Industry 4.0 and for advancing towards a more socially oriented and
sustainable approach to quality management in the future.

Future research should focus on the development of machine learning
algorithms specifically tailored to small and medium-sized enterprises (SMEs).
Djordjevi¢ et al. (2023) highlight the potential of scalable solutions, such as the
MEAN stack, for real-time nonconformity management. This is crucial for SMEs,
which lack the resources to implement large-scale infrastructure systems. By
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utilizing edge devices and databases like MongoDB, this approach offers a cost-
effective way for SMEs to automate nonconformity management in line with
Industry 4.0 standards.

Additionally, further research should explore the integration of artificial
intelligence (Al) with existing database systems. Gonzalez Santacruz et al. (2023)
demonstrate how combining Six Sigma's DMAIC methodology with machine
learning techniques can enhance nonconformity management through predictive
analytics. Integrating Al into such frameworks can further automate the
identification and analysis of critical process parameters, enabling SMEs to
proactively prevent defects. Moreover, the work by Ravoy and Parmet (2023) on
nonconformity prioritization based on risk management principles introduces a
new perspective. Future research could investigate how Al can improve these risk
management frameworks, allowing for more precise quantification and analysis of
risk factors, particularly when dealing with large datasets.

The technical challenges related to the integration of Al and machine learning
into existing database systems also require further research. Donauer et al. (2015)
emphasize the importance of Knowledge Discovery in Databases (KDD)
methodologies for identifying patterns within large datasets. As more SMEs adopt
big data and AI technologies, future research should focus on optimizing these
database systems to effectively handle the growing complexity and volume of data.
This could include the development of hybrid databases that combine the flexibility
of NoSQL systems with the robust query capabilities of SQL databases.

In conclusion, future research should be directed towards (1) the
development of machine learning algorithms tailored to SMEs, (2) exploring the
integration of artificial intelligence with existing database systems for improved
nonconformity management, and (3) investigating hybrid database solutions to
address the increasing complexity of data in industrial environments. These
recommendations provide a clear path for advancing quality management systems
and driving innovation in manufacturing processes for both large enterprises and
SMEs.
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